Abstract-In this paper we present an approach for specifying respect to security. When an organization wants to secure and prioritizing information security requirements in organiza-its systems, it must first determine what requirements to tions. We propose to explicitly link security requirements with the meet. Given that organizations normally have limited resources organization's business vision, i.e. to provide business rationale t. Giventhatoraitis norally im itedererce for security requirements. The rationale is then used as a basis to rotect their assets t S equally important to determine for comparing the importance of different security requirements. which requirements are more important and thus should be Furthermore we discuss how to integrate the aforementioned prioritized. To achieve this, we propose to use a conceptual solution concepts into a service level management process for framework where security requirements are linked to the security services, which is an important step in IT Governance, unique business drivers of the organization in question. Figure 
proposed to the business unit. 6) Due to budget concerns and maybe other causes, business may decide to accept a higher risk for certain assets in return for a lower service price. 7) Finally, the new SLAs must be reviewed by IT to make sure level management lemniscate is an abstract model that needs that the higher risks in one business unit does not impose to be refined for the particular case at hand. Figure 3 shows unacceptable high risks to other business units. This could our proposed refinement, in which the upper-left arrow of happen because of the inter-dependence of processes across Figure 2 has been refined into seven process steps. The vertical business units. dimension depicts the distinction between the IT demand side of an organization (Business, i.e. those organizational units where IT is used but not provided) and the IT supply side (IT, Information security is ultimately about business security. i.e. those organizational units that provide IT services). The In this paper, we have proposed a conceptual framework that figure shows that in our vision, the need for security services makes the link between security requirements and the orgaoriginate at the demand side, in the sense that it is ultimately nization's business drivers explicit. The three main elements the demand side that is harmed by breaches resulting from of our framework are business vision, CIFs and valuable lack of security. It is also the demand side that is responsible assets and their security requirements. The connection between for determining the business vision and critical impact factors business goals and security requirements, once established, (but often, the IT supply side provides help in carrying out can be used to provide rationale for prioritizing security these steps). The IT side then takes over, and the whole process requirements. The conceptual framework presented in this results in SLAs that formalize the relation between the demand paper is only useful in practice when it is embedded in a side and supply side.
concrete process for security management. In this paper, we have shown how this can be accomplished in the context of IT 
